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Abstract 
With the development of information technology, electronic data exchange to some extent takes the place of the 
traditional transaction based on paper contract, which challenged the legal system and the information security 
system while facilitating the transaction. This paper studied the typical procedures of signing a E-commerce contract, 
found that there are some problems on legal and operation levels, especially on the TTP system, and put forward 
some legislation suggestions to improve it. 
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1. Current Regulations on E-commerce contracts in China 
There are two national laws regulating E-commerce contracts in China: Law of Contract (1999) and 
Law of Electronic Signature (2004), which confirmed the legal status of E-commerce contracts. 
According to the clause 11 in Law of Contract, “A contract writing means a memorandum of contract, 
letter or electronic message (including telegram, telex, facsimile, electronic data exchange and electronic 
mail), etc. which is capable of expressing its contents in a tangible form”. Then Law of Electronic 
Signature said that “electronic data messages that are able to demonstrate the contents tangibly and that 
may be retrieved and accessed at any time shall be deemed as complying with the written format required 
by laws and regulations”, “Electronic data messages shall not be rejected for use as evidence solely on the 
grounds that they have been created, transmitted, received or stored by electronic, optical, magnetic or 
similar means”. From these two clauses we can make it clear that China accepted the principle of function 
equitation and doctrine of postulation on UNCITRAL for E-commerce contracts, that is to say, confirming 
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the physical existence of a person, the legal act of the same person, and the connection of the person and 
his legal act. When it conforms to the above-mentioned three conditions, the E-commerce contracts 
should be considered to be legal and active. This kind of legislation is prone to encourage the utilization 
of such transaction mode by trusting E-commerce contracts as far as possible, to foster E-commerce.  
   But, practically, this legislation orientation is questionable. As a new business mode, its inner 
mechanism is not mature enough. That is right the time for national legislation, otherwise conflicts may 
occur to hamper its further development. According to the statistics of Supreme People's Court, numbers 
of cases on contracts from year 2008 to 2010 are respectively 2905603, 3151716 and 3016664,in which 
7863, 14372 and 25123 cases are about E-commerce contracts. From this phenomenon, we can say that 
the legal system about E-commerce contracts is not perfect. 
2. Conventional realization program of the E commerce contract 
    At present the main pattern of the E commerce contract transaction is by means of electronic 
signature. The electronic signature is a new type of application to public key encryptions. The main 
procedure is that a hash (or an abstract of cryptograph) the function will be transmitted from one party to 
the other one. Using this measure, we can achieve the purpose of the cryptograph to be identifiable and 
undeniable. There is two specific algorithm which we call them RSA and DSA.  
2.1. RSA algorithm 
   The public key code of RSA has an important function which can be used as digital signature. The 
importance of the code doesn’t yield to the public key itself. The security of RSA is built on the basis that 
large integer prime factors can hardly be factorized. The algorithm of RSA digital signature can be 
described as follows. The message we abbreviates as m, and the signature as sig（m）can be formed 
from following formula: 
   Sig(m)=(h(m))a mod n 
   In this formula, h(m) is abstract of message，and the “ m ” must be gained from the hash function 
in cryptology. At the same time, the public key use the message “m” and signature “y” are input to invert 
the signature value by verification algorithm. 
   Ver(m,y)=TRUE≒h(m)≡yb(modn) 
2.2.  DSA algorithm  
 DSA algorithm is general viewed as a mutation of the ELGamal signature system. The key point of 
this technique is that taking P as a large prime number which ranges from 512 bits to 1024 bits. The 
Discrete logarithm of it is difficult to be solved. Q is the prime number of 160 bits 
length, and q∣P-1,g∈Zp with the information unsigned. g∈Zqp is the Unit root of Zp field. And “h” 
is an undisguised hash function. 
K=｛(p,q,g,y,x):y=gxmodp｝
        In the formula above, p，q，g，y is public key, and x is private key. From the random 
number k∈Zqp and m∈Zqp which is not filled we can calculate “r=（gkmod p）modq” in order to 
generate the respective signature. Nowadays, the majority of e-commerce contract is through the above 
two algorithms to generate the signature to confirm the online user as the parties to the contract made by 
the meaning representation. 
3. Design on the data exchange of E-commerce Contracts protocol 
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The main media of E commerce contract is the EDI network. Via the internet, the parties of the 
contract use a fair electronic simulation platform to implement the process from negotiating to executing. 
For illuminating the process, we use the party A and party B to refer the contract parties. Given party A is 
the offerer, party B is the offeree. SIGA(．) and SIGB(．) are two safe signature algorithm, represent the 
party A and party B’s signature respectively. We suppose that M can always resume from Sig(M). ETP(.) 
and DTP(.) are absolutely safe algorithm by RSA or DSA encrypted. ETP(.) encrypts random value R and 
message M to gain a cryptograph c=ERTP（M）.   
This paper suppose that we use invert calculation to get M and R, then MR=DTP（c）, H（.） is 
a unidirectional hash function. C is the contract to be signed. A is the PIN Personal Information Number 
of party A. And B represent respectively. SIGA（A，B,TP,C,Z）and（M，R）are offer which can bind 
the party A. SIGB（A，B，TP，C，Z）and （M，R）are acceptance which expressed by party B. 
According to the general principle of contract, if the offer and the acceptance is matched and valid, the 
contract will be “Zustandekommen eines Vertrages”. 
Then we compose a typical Exchange sub-protocol to achieve our purpose 
Table 1. Schematic diagram of Exchange sub-protocol  
1.A→B: SIGA（A，B，TP，C，Z） 
2.B→A：SIGB（A，B，TP，C，Z） 
3.A→B: M，R 
Then we compose a typical Exchange sub-protocol to achieve our purpose. When the offer of party 
A doesn’t get the answer or he want to revoke the offer he has sent, we can use the cancelation sub-
protocol to achieve above aim. Then we must induct the trusted third party (TTP) into our system. The 
cancelation sub-protocol as follows: 
Table 2. Schematic diagram of cancelation sub- protocol 
A→T: SIGA(A,B,TP,C,Z) 
IF(Finished=1) 
T→A: “error” 
Else IF(Finished=2) 
T→A: SIGB(A,B,TP,C,Z) 
Else 
｛ 
T→B：Party A wanted to cancel SIGA(A,B,TP,C,Z) 
B→T(M,R) 
IF((M，R) is Party A’s Random pair) 
T: Store Finished=1 
        Else 
｛ 
          T→A: SIGTP(“cancelled”, SIGA(A,B,TP,C,Z))  
T: Stores cancelled=True 
} 
} 
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From above statement we can use the two subprotocols to fulfill of E-commerce contract 
fundamental needs for establishment and cancelation. 
4. The technical and legal imperfection of existing E commerce contract 
4.1. The function insufficiency of the E commerce contract 
First, a main character of traditional contract is relativity, but this principle seems don’t work in the 
internet world, for in the cyberspace, a mal fide hacker can invade the contract system to incurs the 
derogation of the reliance interest. In 2011 Shenzhen people’s court adjudicated a case of pilferage by 
crack computer system. The defendant was accused using the hacker software to juggle the E-contract 
and steal money for more than 30,000 dollars. Thus we can speak safely that the E-contract has entitled 
the large interests and great convenience, but same time the huge risks has been exerted on the enterprises. 
As the program which has mentioned in this paper, using the RSA arithmetic to encode, we only need 
divide n into two Prime factors and calculate φ(n)=(p-1)(q-1) , so we can ascertain d=(e-1) mod φ(n), and 
last with the indeterminacy of n to ascertain d directly. It is common convinced that one can barely use 
the conventional arithmetic to decompose the factors with prime factor. But with the super computer and 
network’s popularization, especially the cosmic cloud computing technology has gradually matured; the 
crack of the clients’ private key becomes easier dramatically. In 1997, the inventor of the RSA offered a 
reward for crack a cryptograph. He estimated 400 million years have to be spent to decode the 
cryptograph. Then in 2007 a computer research team use only 8 months conquer the problem by using the 
internet distributed computing. This situation is a fatal catastrophe to the application of E-commerce 
contracts. As has stated above, this kind of protocol arrangement depends on the key signature and the 
content of the contract is absolutely safe, which construct the premise of the system. Therefore, if a user 
wants to ensure that his contract is not infringement and guarantees the security of transactions, he must 
ensure that his linked network is absolutely safe. However, it is a very stringent requirement for the 
general business users. But what is reliable method? There is no answer in the legislation. This paper 
cannot consent this measure that throw the trouble to the court, insist that should propose the specific 
procedure in the law to solve the problem. 
From another angle, there are many deficiencies in existing institutions of the TTP. The center of 
certification authority plays the role of TTP currently. In China, there are several kinds of its foundation 
and operation pattern. To sum up, three kinds of CA can be found in China, first is funded by nation 
owned corporation, such as China finances certification authority (CFCA). Second is parochial CA, such 
as Shanghai certification authority. The last kind is business pattern by self-raised funds, such as 
Taichung CA. From these patterns we can draw the conclusion that current CA is a business facility and 
market operated, and is an enterprise to earn profit. So it may lack the neutrality and public creditability. 
Once a dispute occurs the CA will be probably become the third party in the court, this will put the suit 
into a mass.  
4.2. The law deficiency of the E commerce contract 
On the practice foundation, the E-commerce contract may lapse from the contract law. For one thing in 
the PRC contract law, how to validate the establishment of the contract is the “reach”, but what is the 
“reach”? When a contract is concluded by the exchange of electronic messages, if the recipient of an 
electronic message has designated a specific system to receive it, the time when the electronic message 
enters into such specific system is deemed its time of arrival; if no specific system has been designated, 
the time when the electronic message first enters into any of the recipient’s systems is deemed its time of 
arrival. Then the farther problem come into being, someone could not make out the time of entering the 
appointed specific system. A dishonest party can use this legal loophole to be in fraud of law by means of 
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tampering with his system information record. For avoiding this phenomenon, legislators try to use 
criteria of the intention departing to cognize the offer effectiveness. In The act 15 of United Nations 
international Trade Law Model Law on Electronic Commerce, stated that, “Unless otherwise agreed 
between the originator and the addressee, the dispatch of a data message occurs when it enters an 
information system outside the control of the originator or of the person who sent the data message on 
behalf of the originator”. But this means lacks maneuverability, too. Once a dispute comes into being, the 
contractor will find little evidence to be used in sues.   
For the second thing, an international E-commerce contract may face the problem of the law conflict. 
Then we have to use the international private law to solve it. In Chinese contract law: “Parties to a foreign 
related contract may select the applicable law for resolution of a contractual dispute, except otherwise 
provided by law”. Where parties to the foreign related contract failed to select the applicable law, the 
contract shall be governed by the law of the country with the closest connection thereto .In Chinese court , 
judges tend to deem the place of contract foundation as the “law of the country with the closest 
connection”. But in E-commerce contract this tie point may give birth to troubles unconditionally. For 
differ from the traditional contract, there is no substantive signature place thereto.  
For the third, according to law, after send the offer and before the offer reaching the offeree, offerer 
can withdraw the offer, and can also revocate the offer before the acceptance, but to the EDI contract, we 
cannot find faster means to notify the other party to withdraw the offer. And what’s more, the revocation 
is null because lack enough objective evidence. But this situation conflicts with the usage of the 
international legislation. Take the EU Directive as an example, it request the computer system allows the 
parties correct the mistakes; and view this as a fundamental rights  for the person who use the system. In 
Germany, if system extend the period of the contract cancellation, only the other party’s actual 
performance can put the contract into effect. In UK, the judge is obliged to terminate the contract as the 
party’s will. The reason of this legislation is that people have the rights amend his mistake. But the 
computer system may have no the empathy to protect this right. So the new way must be explored to 
resolve this problem.   
For another thing, agency by estoppels is a generally accepted principle in law; this mechanism is to 
protect the third party’s reliance interest. An ancient devises in 1644 stated that if one person order his 
servant to buy goods, he must accept the consequence made by his servant. But in the cyberspace, the 
authority can only be made by means of signature and encode. Let us put the Rechssthein theory aside, it 
is unfair to the specific parties from the angle of risk bearing. The author of this work opted to use a new 
technical method to demarcate the scope of the party’s power in order to minimize the risk in the 
cyberspace. 
5. The improvement of E contract system with a TTP 
First, we must clear the positioning of TTP, because China's current state of the relevant certification 
authority (CA) requirements is too rugged. Only in clause 16 17 and 18 of the electronic signature law 
provides the establishment conditions and the administrative licensing procedures. As mentioned above, 
this regulation cannot guarantee the agency‘s neutral position, especial in the case of disputes come into 
being. This paper proposes to CA for the national cause of a unified unit, and authorized by law with 
administrative certification authority, which should ensure that neutrality, credibility, and its certification 
of e-commerce contract with the administrative nature of the act. 
Another aspect, when the E-commerce transactions are about to concluded, CA should collect real 
information of the parties. The transaction parties should disclose their true information and status, if they 
do not want to disclose, CA shall notify the other relative parties, for informing them the risks. 
Finally, we should give the CA online arbitration function. The electronic arbitration clause between 
the parties should be included in the contract. The parties can choose whether sign it online. 
Unless otherwise agreed, the parties should agree the arbitration agreement. When there is dispute in the 
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contract performance, CA can make injunction which be applied by the parties to notify the bank to 
freeze the money online in order to prevent the property transfer. Otherwise, CA can apply the 
court the court for enforcement. 
The whole typical transaction model can be expressed as the figure follows. 
 
 
Figure 1. The process of an electronic Deal with an active certification authority  
6. Conclusions  
From the above discussion, we can draw the conclusion that the major problem of E-commerce system 
is the imperfection of the TTP. Therefore we should enhance the TTP’s legal status to change the present 
situation. Use the national creditability to intervene the E transactions. And use national Strong 
financial and technical means to enhance the internet security ,meanwhile, to Ensure safety of the E 
commerce and flourish it. 
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